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1 Introduction

This manual provides the iVIEW Dataflow / iVIEW Library user with information and pointers on how to

install, configure, and maintain the tool.

1.1 Purpose and main benefits of the iVIEW Data Automation
Framework

1.1.1 iVIEW Dataflow

The iVIEW Library is a standalone application that allows users to standardizing the use of code within

your business and enabling your business to move towards a self-service environment.

The key features are
e Alow-code framework for Qlik (automated code)
¢ Automated coding process that is universal and easy to replicate
e Create once and apply across relevant apps
e A secure and structured way to define ETL and business logic, while the code engine delivers
automated Qlik script
e Standardized generated code is compatible with Qlik Sense
e Datatransfer for QlikCloud

1.1.1 iVIEW Library

The iVIEW Library is a standalone application that allows users to manage and deploy master data and

content definitions to Qlik.

The tool lets users navigate through a central library and select master data items that can be deployed
and subscribed to one or more Qlik applications. Data items or variables can be easily added, edited,

or deleted and assigned to specific data models.

The iVIEW Library is first and foremost, a next level of self-service for all Qlik users, allowing them to

populate applications, do sandboxing and more.

1.2 Reading notation

As a support for reading and faster consumption the following notation is provided:

(+) This represents an advantage for a best practice, or a benefit that is worth highlighting.

(=) This represents a disadvantage or misleading practice.
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Q This highlights advice and provides insights on things the user should know when using a
function.

& This is an advice or topic of special importance that the user should pay attention to.
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2 System requirements

This chapter covers the required specifications a device must have to run the iVIEW Data Automation

Framework.

2.1 Server hardware

Resource Details

CPU Cores: 2 minimum, 4 recommended

RAM 4 GB minimum (one product), 8 GB recommended

Disk 6 GB minimum (for IVIEW Dataflow additional space is needed for data
repository depending on workflow requirements)

Table 1: Server hardware

2.2 Server Operating Systems

(0N} Details / Versions

Windows Microsoft Windows Server 2016 or higher
Table 2: Server Operating Systems

2.3 Browser software

Browser Details
Chrome Tested on version 80.0.3987 up to latest
Edge Tested on version 89.0.774.5 (64-bit) up to latest

Table 3: Browser software

2.4 Supported databases

H2 2.1.214 (embedded / single user)
MariaDB 11.02 (embedded / recommended)
MS SQL Server from 2016 to 2022 latest tested & supported

Table 4: Supported Databases

2.5 Qlik Sense

Editions / Versions Details

Qliksense Enterprise February 2020 Patch 1 onwards — tested on latest November 2025
on Windows Patch 5

Qlik Cloud Tested & supported

Table 5: Supported Qlik Sense Versions

2.6 SSL Certificate

Files Details

SSL Certificate Used to secure communications between iVIEW services and user
authentication. Can be provided as a CRT file and key file or a PFX
file.

Requirements:

- Issued to a domain (*.domain.com) or to a server in that domain
- Key Usage: Digital Signature, Key Encipherment

- Enhanced Key Usage: Server Authentication

Table 6: SSL — public and private key

~
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3 Installation

With all system requirements gathered, the user can proceed to the actual installation of the iVIEW
Data Automation Framework. The iVIEW installer allows for the configuration of a specific iVIEW Data

Automation Framework according to the user’s requirements.

3.1 Installation package

The following software package and additional files are provided by Informatec:

Product Files

iVIEW Installer 1.1 iVIEW-linstaller.zip

License key License
Table 7: Software package and additional files

3.2 iVIEW installer

To start the installation of the iVIEW Data Automation Framework, the first action is to unzip
iVIEWInstaller XXXX_X_X.zip file in a free empty folder.

After unzipping the iVIEWInstaller XXXX_X_X.zip file launch the Installer over the “startinstaller.bat”

file.
Manage
File Harme Share Wi Application Tools 0
=9 / o = -
= |J 4 cut g haveto - | 3¢ Delete = E_j \ﬂ [E open » HH selectal
= W Copy path -T_']' Lj’Edit elect none
Pin to Quick Co Paste = > = Mewy Properties
access o d Paste shortcut Bcopyt -:IlRename folder p- DDIn\rert selection
Clipboard Organize e Open Select
€« v P > This PC s Data (D » VIEWY > Setup w M Search Set., @
-~
~ Mame Date rmodified Type Size
3 Quick access
7-Zip 16,09.2024 12:09 File falder
B Desktap o . ) ) )
m VI Installer_2024 7 1.zip 16092024 12:09 WinRAR-ZIP-Archiv 206795 KB
‘_’ Download # B8 iviEwPackage zip 16.09.2024 12:00 WinRAR-ZIP-Archiv - 205610 KB
| Document # startinstaller.bat 05.06.2024 10:33 Windows Batch File 1KB
| Pictures o
) v
ditems  1itemn selected 197 bytes  State: ZR Shared =

Figure 1: iVIEW Installer Zip

The installation process is partitioned in several logic steps as described in the following subsections.
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3.2.1 Step 1: Chose an option to process

In the entry menu you can chose between different options:

- Install: Install a module (iVIEW Dataflow / iVIEW Library)

- Update: Update a module (iVIEW Dataflow / iVIEW Library)

- Uninstall: Uninstall a module (iVIEW Dataflow / iVIEW Library complete or only the services)
- Certificate: Renew a web certificate

D VIEW Installer v.1.1.0 - x

IVIEW

VIEW Dafaflow - VIEW library | Instal |

‘ Update |

‘ Uninstall |

‘ Certificate |

Figure 2 - Step 1: iVIEW Installer Options
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For the first time chose install

) ——
=

iVI EW Module
INSTALLER e

l DENIVIEW,

taller v.1.1.0

iVIEW Dataflow - iVIEW Library

Instance

l DEFAULT

Madule Selection:

Dataflow H Library

Figure 3: Step 1: Configure installation path and select modules

For the start of the installation, the process will be for the user to select the destination folder where
iVIEW Data Automation Framework will be installed (the Instance if only one is needed can be retained
to “DEFAULT".

Before to continue to the next step at least one module (iVIEW Dataflow/ iVIEW Library) must be

selected.

Installation will be performed for a “Default” instance.
iVIEW Data Automation Framework can be installed for several instances, which will run
under the same root folder, but on different ports (defined in steps 3 and 4).

a0

After selecting the iVIEW module to install / update, the user can proceed to the next step by clicking
‘Next’.

3.2.2 Step 2: Host name

Once the iVIEW module to install / update has been selected, the user should select a designated server
where the iVIEW Data Automation Framework services will run. This can be done directly on Qlik or on
a virtual dedicated machine for the iVIEW module. After selecting the Host, the user can proceed to the
next step by clicking ‘Next’.

10
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DIVIEW

Host

Host
SERVERNAME.DOMAIN

iVIEW Dataflow - iVIEW library

Figure 4: Step 2: Input Host

Web access to a module:
The defined host name will also be used as URL to access IVIEW Dataflow / iVIEW

Library. If users should access over an alias instead of server name, the alias must be
used as host

11
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3.2.3 Step 3: Service User

If iVIEW Dataflow was selected for the installation or update, a service user must be defined which
must have access to the filesystem (read, write, execute).

iVI EW Service User

I N STA L L E R Service User Service User Password

domain\service-user l

iVIEW Dataflow - iVIEW Library

Figure 5: Step 3: Service User

iVIEW Dataflow repository:

Q In iVIEW Dataflow it is also possible to create the repository on a different server/share.
This means that the service user must also have access to this directory (read, write,
execute)

Allowed characters for the service user password:
Q The characters must be part of a standard char set. Only the following characters are

allowed: A-Za-z0-9+?\-*# !$%.,:;&@=/

12
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3.2.4 Step 4: Keycloak

In this step, the user will be provided a port to be used for Keycloak. We strongly recommend using the
default one that has been created.

It is also possible to add the the LDAP host (Active Directory) if Keycloak must access the Active

Directory over a secure LDAPS connection.

Keycloak

Keycloak Port
iVIEW Dataflow - iVIEW Library

LDAP (Optional)

LDAP Host LDAP Port
636

Figure 6: Step 4: Keycloak parameters

13
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3.2.5 Step 5: Certificates

O  These certificates are used to secure all communications through the Https protocol.

1st Option - PFX keystore file:
The user should set-up a private key (PFX) with a password for the certificate/key file. Recommendation

is that this is done by IT. The password is protected in keystore.

2N

IVIEW Certificate
INSTALLER

iVIEW Dataflow - iVIEW library

W
Wi

Installer v.1.1.0

Certificate Option

PFX File

l DAVIEW \WebCertificates\MyWebCertificatePFX. pfx ]m

PFX Password

Figure 7: Step 5: Certificates (PFX)

(O  The PFX password is required to extract the certificates that will be used by the iVIEW
- Dataflow / iVIEW Library.

2"d Option — Public and Private Key files (CRT):
The user should upload the server.crt file in the Public Key (CRT) and the server in the Private Key.

14



D VIEW Installer +1.1.0 — ®

iIVIEW

Certificate

Certificate Option

IVIEW Dataflow - IVIEW Library
PFX

Public Key (CRT)

l DAWIEW\WebCertificates\MyWebCertificateCRT.crt ]

Private Key (KEY)

l DAVIEWAWebCertificates\MyWebCertificateKey. key ]

Figure 8: Step 5: Certificates (CRT)

3.2.6 Step 6: Dataflow

DIVIEW

If iVIEW Dataflow was selected for install or update the user can change ports if some of them are

already in use. By first installation the database password must be defined.

= As database, the option MariaDB is recommended.

D WIEW Installer v.1.1.0 — ®

iVI EW Dataflow

Frontend port Backend port Memory Usage (ME)
. f TV 6302 l l 6602 l l 2048 l
iVIEW Dataflow - iVIEW Library l
Datab DB Memary Usage (ME)
| MariaDB (Recommended) - l 1024 l
DB Host
DB Port
l 6702 l
DB User name DB Password

[o]

Figure 9: Step 6: Dataflow

15
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3.2.7 Step 7: Library

If iVIEW Library was selected for install or update the user can change ports if some of them are
already in use. By first installation the database password must be defined.

= As database, the option MariaDB is recommended.

2 VIEW Installer v.1.1.0 — X
iIVIEW
I Library
Frontend port Backend port Memory Usage (MB)
.y 0 .y . 6501 ] [ 6601 l l 1024 ]
iVIEW Dataflow - iVIEW Library
Database DB Memory Usage (ME)
MariaDB (Recommended) hl l 1024 ]
DB Host
DB Port
l 6701 l
DB User name DB Password

Figure 10: Step 7: Library

16
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3.2.8 Step 8: Install
To finalize the installation, the user can click the ‘Install’ button, thus copying the iVIEW Dataflow / iVIEW
Library to the destination folder, together with the specified configurations. The installation might take a

few minutes to complete.

2 WVIEW Installer v.1.1.0

Install Instance

VIEW Dataflow - iVIEW [.ibl’f]l’yr Instance: DEFAULT
Products: Dataflow, Library, Auth. Module

Install

Figure 11: Step 8: Install

17
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3.2.9 Step 9: Validation

Once the installation is complete, the iVIEW installer allows you to validate the services and the ability

for the user to configure their Keycloak instance:

Y VIEW Installer v.1.1.0 - X

iIVIEW Summary
INSTALLER

VIEW Dataflow - iVIEW Library iView_Dataflow_Backend 6602 RUNNING

iView_Dataflow_DB_MariaDB 6702 RUNNING
View_Dataflow_Frontend 6502 RUNNING
iView_KeyCloak 8443 RUNNING
iView_Library_Backend 6601 RUNNING
iView_Library_DB_MariaDB 6701 RUNNING
iView_Library_Frontend 6501 RUNNING

Refresh

Open KeyCloak

Cpen Dataflow

Open Library

Figure 12: Step 9: Validation

If the installation was successful, the following Windows Services should be running:

iVIEW_Dataflow_Frontend Acts as a webserver and handles all direct interactions with
iVIEW_Library_Frontend users.

iVIEW_Dataflow_Backend Manages application data, providing a secure REST API for
iVIEW_Library Backend frontend request.

MariaDB: MariaDB database service for application use

iView_Dataflow_DB_MariaDB
iView_Library _DB_MariaDB

H2: H2 database service for application use
iVIEW_Dataflow_DB
iVIEW_Library DB

iVIEW_Keycloak Identity management with authentication and authorization
service for applications.
Table 10: Services

Q All services run under “Local System” — no service user needed expept
" iVIEW_Dataflow_Backend as local file access is required

18
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3.3 Keycloak Configuration

3.3.1 Step 1: Access Keycloak welcome page

Access the Keycloak using the defined server on step 2 and select “Administration Console”.

~ & Welcome to Keycloak x (m)

C % itecnb-rom.informatec.com:8443 By @ = g 2

»

Welcome to Keycloak

(C_?E') Administration @ Documentation » @ Keycloak Project »
Console »

User Guide, Admin REST APl and
Centrally manage all aspects of the Javadoes

Keycloak server

4 Mailing List >

o
il Report an issue >

Figure 13: Step 1: Access Keycloak main board

3.3.2 Step 2: Keycloak account log in

Log in the administration console using the default account (Username: Admin, Password: 123456).

~ L Sign in to Keyclozk * +

€ c 23 itecnb-rominformatec.com:8443/realms/master/protocol/openid-connect/auth?client_id =security-admin-console8ired... ﬁ] k- ¢ @ = i} -

Sign in to your account

Username or email

Figure 14: Step 2: Keycloak account log in

19
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3.3.3 Step 3: Configure LDAP settings (LDAP Users).

O Before assigning user roles, please make sure if LDAP is needed or not. iVIEW provides two
=  type of user configuration. If you want to assign user roles without LDAP proceed to step 5.
1. Under the “Configure” tab, click "User federation”.

2. Click “LdapIVIEW”.
~ Keycloak Administration U! X aF
<« c 25 itecnb-rom.informatec.com:8443/admin/master/console/#/iVIEW/user-federation e Bp & Q@ = D a

J)iVIEW @ admin v .

User federaton

User federation provides access to external databases and directories, such as LDAP and Active Directory. Learn more [

Manage

Add new provider ¥ Manage priorities
Clients

Client scopes

Realm roles LdapIVIEW
Users
Groups Ldap ' Enabled

Sessions

Events

Configure

Realm settings
Authentication
Identity providers

User federation

Figure 15: Step 3: Configure LDAP settings - Access User federation

3. Open the windows console and use the command “nslookup-type=srv_ldap._tcp.(my domain)”
to get the LDAP connection URL.
4. For the LDAP connection URL you can use the “Address” or the “svr hostname”.

BN Command Prompt - [m] *

Figure 16: Step 3: Configure LDAP settings - Get LDAP Connection URL

20
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5. Go back to the browser and paste the LDAP connection URL.
6. Insert the username for LDAP user (this user must have at least read rights).
7. Insert the password for LDAP user.

= 2 @ admin -

VIEW
LDAP @ cnzbled Action =

Settings Mappers

Client scopes

Realm oles General options shmnp to section
Users wd ® LdapIVIEW
I ‘@ LdaplIVIEV
] isplay name prvIcw General options
Groups
Vendor * (@ Active Directory = & " &

Connection and authentication settings Synchronization setting
Realm settings JyNChronIZatuon setiings

Authentication Connection URL * (3 | LDAP:/.. 5 | Kerberos intearatior

Identity providers EnableStartTLs @ (P Off
User federation

Use Truststore 5P| & Only for Idaps o

Connectionpociing @ @) On

Connection timeout

@

| Test connection
Bind type * (0 simple -
Bind DN * (@ | 6 |
Bind credentials * @ | 7 |

Figure 17: Step 3: Configure LDAP settings- General options

21
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8. Select in the edit mode “READ_ONLY” to allow only read the LDAP store.
9. This DN is the parent of LDAP users. The structure will be: “ou=users,dc=example,dc=com”.

=  JiVIEW @ admin = .
VIEW LDAP searching and updating Jump to section
Manage Editmode * @ | READ_ONLY 3 | -
UsersDN * @ | de=myDomain,dc=com 9 |
Client scopes
Username LDAP cn

Realm roles

attribute * @
Users

RDN LDAP attribute * cn

Groups

Sessions
UUID LDAP attribute objectGUID

@

Events

Configure User object classes * person, organizationalPerson, user
® Advanced set

Realm settings

Authentication User LD@"J[I"Q! @
Identity providers X

Search scope @ Subtree -
User federation

Read timeout (@ 1200

Pagination (3 o On

Figure 18: Step 3: Configure LDAP settings - Connection and authentication settings

10. Open windows console and use the command “gpresult /r” to get the user settings.
11. Copy the first line of the User Settings, starting on “OU=...,0U=...,DC=...,DC=...".

X Select Command Prompt — m] x

ta for I o EEEEEN : Lo

Domain

Figure 19: Step 3: Configure LDAP settings - Find Users DN

12. Return to the browser and select “Action” in the header.
13. Select “Sync all users”.
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Manage
hange: &l
Settings M N !

Chients

Client scopes

General options Jump to section

Uldisplayname * @ LdapIVIEW | aneral options

Vendor * (& Active Directory - ancchion and authenticst etting

Connection and authentication settings

Authentic Connection URL * @ LDAP:

Identity p &
Enable StartTLS @ (o ]

User federation Artimnead M o
Use Truststore SP1 @ Ol for Idaps - =

Figure 20: Step 3: Configure LDAP settings: Find Users DN

14. Select “Mappers”.
15. Select “QlikUserDomainFederation”.

= 2 €] admin  « .
Us
IVIEW
LDAP @ Ensbled Action =
Manage
Settings | Mappers 14
copes
+ Q Search fo e > Add mapper 1-1m -
Realm roles
Name Type
creation date user-attribute-Idap-mapper
email user-attribute-Idap-mapper
user-attribute-ldap-mapper
user-attribute-Idap-mapper
Configure group-ldap-mapper
Realns user-attribute-ldap-mapper
Authentication MSAD account controls msad-user-account-control-mapper
Identity providers QlikUserDomainFederaion 15 | hardcoded-attribute-mapper
User fe tion tirib mapper
ser-attribute-ldap-mapper
g user-attribute-ldap-mapper
-1 -

Figure 21: Step 3: Configure LDAP settings: LDAP Mapper for Qlik User Domain Federation

16. In the Qlik Sense QMC under the Users tab you may find the “User directory”, check if it

matches the LDAP Userdomain.

¢ C =
# Start v
Users

Selected: 8

2 Users Showing: 1

A 3 User directory (I 4

16

© | INFORMATEC

Admin roles

RootAdmin

Figure 22: Step 3: Configure LDAP settings: User directory in Qlik Sense
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17. Please enter the “User Directory” which is set in the QMC in this case “INFORMATEC”, check

in the previous step.

=  2IiVIEW

®

cer federation » Settings > Mapper details

IVIEW
' QlikUserDomainFederation

Manage

Clients

Client scopes
Realm roles Name * @ QlikUserDomainFederatior

Users - "
Mapper type * & hardcoded-attribute-mapper

Groups

User Model Attribute QlikUserDomainFederation

MName (&
Attribute Value QikUserDomainFederation 17 |
Configure
Realm settings
Authentication
Save Cancel

Identity providers

User federation

Figure 23: Step 3: Configure LDAP settings: QlikUserDomainFederation

admin = .

Action =
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3.3.4 Step 4: Assign user roles without LDAP

1. Before assigning roles to users without LDAP, make sure LDAP is disabled.

@ adrin -~ (@)

> Settings
g

IVIEW

a 1| Action -

LDAP

Manage

Clients Settings | Mappers

Client scopes

Realm roles General options Jump to section

Users Ui disp! “®  LdsplVIEW
isplay name * @ aplVIEW General options
Vendor * & Active Directory - onnection and authentication settinas
LDA il
Connection and authentication settings
Realm settings
erberos inte
Authentication ConnectionURL * @ LDAP:/itecge02informatec.com
Identity providers Enable StartTLS @ 0 of
User federation Advancad settings

Use Truststore SPI @ Only for Idaps

Figure 24: Step 4: Assign user roles without LDAP: Disable LDAP

2. Under the “Manage” tab, select “Users”.
3. Select “Add user”

IVIEW Users
\Users are the users in the current realm.  Learn more [

Manage

e i
Clients Vssrlist

Client scopes Search user

Realm roles

Users

Figure 25: Step 4: Assign user roles without LDAP: Add User

4. Add a username and click on the “Create” button.

@ admin .

» Create user

Create user

Required user actions

Username * il

Email

Email verified @  re

First name
Last name

Groups (3

Identity providers

User federation

Figure 26: Step 4: Assign user roles without LDAP: Define Username
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5. Click in “users” under the “manage” tab.
6. Select “Role mapping”.
7. Click “Assign Role”.

ZiVIEW

VIEW

Manage

Clients Details | Attributes | Credentiaks Role mapping 6 | Groups
iy Q Searchby name 5 Hide nherited oles [ 7 |uressi

Realm roles

Users Name Inherited Description

Groups default-roles-iew False ${role_default-roles-view]

Events

Authentication
Identity providers

User federation

Figure 27: Step 4: Assign user roles without LDAP: Assign Role

8. Select “Global”.
9. Click “Assign”.

@ cenabled

Assign roles to test

Name Description

Figure 28: Step 4: Assign user roles without LDAP: Assign Roles to User

iIVIEW

admin  ~

Action
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10. Filter by clients.
11. Show pages 1-20.
12. Check Dataflow-Admin

13. Check Dataflow-Superadmin

14. Check Library-Admin
15. Click on “Assign”

iIVIEW

Assign roles to test

Name

account  delete-account

account  ©

Bccount  MANAg

account manage

account  viEw-3)

account  view-consent

account  vie

account

broker  read-toke

dataflow-backend Dataflow-Admin

12

dataflow-backend  Da!

13

aataflow-backend  Dataflow-Lise

Ebrary-backend  Library-Admin
Wbrary-backend
Rorary-backend  Librar

Ebrary-backend  Librar
Mbrary-backend
Rbrary-backend  Librar
Ebrary-backend  Librar
Mbrary-backend

reslm-management  create-client

realm-management  Manage-aut

realm-managemant  impersanation

Description

1-39 -11

Figure 29: Step 4: Assign user roles without LDAP: Assign Roles to User

16. Select the “Attributes” tab.
17. Select “Add an attribute”

=  2IiVIEW

» User details

VIEW
Test

Manage

Clients etails | Attributes 1 G|credentials

Configure

Realm settings

User federation

Figure 30: Step 4: Assign user roles without LDAP: Add an attribute

wmn + @

Action =
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18. Fill “Key” as “userld” (cased sensitive)
19. Fill “Value” as your windows login name.

=  2IiVIEW

VIEW
Test
Manage
Clients Details Attributes Credentials Role mapping Groups Consents dentity provider links Sessions
Client scopes Key Value

Realm roles userid 18 DOMAINVUSER 19 e

Users
Groups © Add an attribute
Sessions

Events

Configure

Realm settings
Authentication
Identity providers

User federation

Figure 31: Step 4: Assign user roles without LDAP: Defining attributes

20. Go to the tab “Credentials”.
21. Click the “Set password”.

User det
VIEW
Test
Manage
Clients trib e ma g  Group Consents fentity provides
No credentials
Groups
ser does not have any credentials. You can set password for this use

Sessions

Events Set password

Configure

Realm settings

Authentication

Identity providers

deration

Figure 32: Step 4: Assign user roles without LDAP: Credentials

22. Set your password.
23. Confirm your password.

iIVIEW

@ admin .
@ Enabied Action =

@ admin  + .
@ Enzbled Action

24. The administrator will set a temporary password (set temporary to on) and once the final user

logs in, he will define the permanent password.
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Set password x
Password confirmation * | seeees 23 @
Temporary @ Q off 24

Figure 33: Assign user roles without LDAP: Set passw
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3.3.5 Step 5: Prepare Qlik Sense Certificates for iVIEW

1. On the server open the iVIEW folder and create a new folder called Certificate.
2. Create a subfolder with the name of the Qlik Sense server to export the certification to the
iVIEW folder.

M = | Certificates
Start Freigeben Ansicht

i ~* 1 > Dieser PC * Daten (D) * IVIEW * Certificates 1

Name Anderungsdatum

# Schnellzugriff
I Desktop
¥ Downloads

testbis14 2 12.07.2023 13:40

5| Dokumente

W %% %

= Bilder

Figure 34: Step 5: Assign user roles without LDAP: Subfolder of Qlik Sense server

In the Qlik Sense QMC select the Certificates tab, click in “Add machine name”.

Type in the Qlik Sense server name.

Add a certificate password.

Retype the password.

Check “Include secret key”.

Click in “Export file format for certificates” and select the option “Platform independent PEM-
format”. You will be able to see the path where you exported the Qlik Sense certificates.

NGO R W

< (¢ ] fgmc/certificates

© Addmachinename | 3

51
[ ]

71
[Findavs omat 8| <]

ICa'tihtaLes'M\ be exported to this disk location on the server: C\ProgramDat=\iVIEW \Certificates\test | <:

Figure 35: Step 5: Assign user roles without LDAP: Set up Qlik certificate in QUC
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4 Post-installation

After the installation and its validation, the user needs to follow up with some actions described in the

sections of this chapter.

4.1 Export Qlik Sense certificates

It is necessary to export the Qlik Sense certificates. To do so, the user must observe the following steps:

1. Inthe QMC, undep Certificates:

iv.

Add a machine name (set the name of the server)
Ensure the <include key> option is checked
Select “Platform Independent PEM-format”.

Click “Export Certificates”.

The generated files can be found here:

@ Help v  Marcus Rothenbiihler v

EXPORT

@ Add machine name

S ]

e )

-~

cates  [Platform independent PEM-format ~]

Certificates will be exported to this disk location on the server: C\ProgramData\Qik\Sense\Repository\Exported Certificates

Figure 36: Post Installation: Export QUIC Certificates

2. Copy the exported certificates from the default folder on the Qlik Sense server

C:\ProgramData\Qlik\Sense\Repository\Exported Certificates to <root-install-folder>.

4.1.1 Administration console

Here the first step is to open the Keycloak’s administration console at https://<server>:<keycloak

port>/auth.

Use the server from step 3.2.2 and the port of 3.2.3.
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DiVIEW

Sign in to your account

Username or email
Password

O Remember me

Figure 37: Post Installation: Sign in page

Here the user can sign in with the credentials of username “admin” and initial password “123456”.

O  Itis recommended that the user later change the initial password.

The following default page might appear:

MIKEYCL

Resource not found...

We could not find the resource you are losking for. Please make sure the URL you entered is correct.

Go to the home page »
Figure 38: Post Installation: Keycloak Administration console redirection

The user should click on “Go to the home page” to proceed.
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Configuration of User Federation

User Storage Federation

Most companies use a standard user directory or LDAP to hold information about users
and their passwords or other credentials. Keycloak can federate existing external user
databases. By default, Keycloak supports LDAP and Active Directory. Alternatively
Keycloak supports also common Identity Providers, using SAML or OpenlD protocols.

The way it works is that when a user logs in, Keycloak will look into its own internal user
store to find the user. If it cannot find it there, it will iterate over every User Storage provider
you have configured, until it finds a match. Data from the external store is mapped into a
common user model that is consumed by the Keycloak runtime. This common user model
can then be mapped to OIDC token claims and SAML assertion attributes.

External user databases rarely have every piece of data needed to support all the features
that Keycloak has. Therefore, the User Storage Provider can opt to store some things
locally in the Keycloak user store. Some providers even import the user locally and sync
periodically with the external store. This approach depends on the capabilities of the
provider and how it is configured. For example, the user’s external user store may not
support OTP. Depending on the provider, this OTP can be handled and stored by
Keycloak.

More at https://www.keycloak.org/docs/latest/server admin/# Idap.

Even though a bare Keycloak instance comes configured, most configurations are dependent on the

specific environment. By default, a pre-configured user federation provider (for LDAP) is already defined.

A few of its configurations are merely placeholders that must be set for the specific environment, while

others can be adjusted from their default value, if need be.

In case the user federation/provider is drastically different than default, one can start creating it from

scratch. As such, the following steps illustrate the required changes the user must implement.

4.1.21 Step 1: Configure LDAP to get users

The user needs to configure a new User Federation to synchronize users and groups from an LDAP

server:

= 2iVIEW @ admin ~ .

User federation
User federation provides access to external databases and directories, such as LDAP and Active Directory. Learn more £

Add new provider v  [JVCUBERSSIRTIES

LdapIVIEW

Figure 39: Post Installation : Keycloak User Federation — Configure LDAP to get users
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4.1.3 Step 2: Required settings
Following having specified a provider, the user must also complete the Ldap iVIEW section:
1. Define the LDAP path / User DN path
2. LDAP-User to access LDAP - Recommended: Service-User
Test the connection and authentication — this should be successful and then successfully synchronize
all users and save.

Saving and synchronizing all users

To finish configuring the User Federation, all that is left is for the user to click the “Save” button, followed
by the “Synchronize all users” button.
If all steps were followed and the settings were properly configured, a success message should pop-up

letting the user now that the sync of users finished successfully.

= 2IiVIEW ® admin .
MIEW User federation 3 Settings
i
LDAP QB Disbied  Action -
Manage
Clients Settings | Mappers
Client scopes
Realm roles General options Jump to section

Users i
Utdisplay name © @ LdapIVIEW

General options.

Groups
Sessions Vendar * @ (iR - Connection and authentication settings

Events

Configure
Connection and authentication settings

Realm settings

Authentication Connection URL * @ LDAP://adress or IP]

Identity providers Enable StartTLS @) o oOff

User federation
Use Truststore SPI @ Only for Idaps -

Connection pooling & o on

Connection timeout

@

Test connection
Bindtype * @ simple ~
BindDN * @ [Your AD user]

Bind credentials * (3

Test authentication

LDAP searching and updating

Editmode * @ READ_ONLY -

UsersDN * @ Your DN Path]

Figure 40: Post Installation: Keycloak User Federation — LdapiVIEW

Q For LDAP “Active Directory” refer to
°  https://www.keycloak.org/docs/latest/server _admin/# |dap.

A If the user uses LDAPS for a secure connection to his LDAP, the SSL certificate
needs to be imported into Keycloak’s truststore.

For more information, please refer to:
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https://lwww.keycloak.org/docs/latest/server admin/#connect-to-ldap-over-ssl.

4.1.3.1 Step 4: Defining a Role

In the Library front-end, the admin can grant user access by defining a role. You can view all users
and select one from the User list.

Under Client roles: select «Library Backend» and define user roles i.e., admin, deployer etc.

Aside from enabling secured content sections with the realm roles (“Galaxies”), the iVIEW Library also
allows for functionality partitioning between users. It does so by giving permissions to users according
to the roles they are assigned to their functions (please refer to the “Feature Guide” — Section 9 named

Functionality Roles pg. 22).
= 2iVIEW © win - @

Y Users

Users are the users in the current realm.  Learn more [

Manage

User list
Clients

Client scopes Q demo x > clete use -1 -

Realm roles

Username Email Lastname First name Status
Users

Grows o : - :
Sessions

Events

Configure
Realm settings
Authentication

Identity providers

User federation

Figure 41: Post Installation: Keycloak Users

Assign Global

1. Select Role mapping
2. Assign role

f] admin = '

@ crabled Action =

Q Search by name + [ Hideirheritedroles [RNSRRRS nassig -1

Name Inherited

Identity providers

User federation

Figure 42: Post Installation: Keycloak Role Mapping
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3. To assign “Global” the filter must be set to “Filter by realm roles”
4. Select Global
5. Assing the selection

Assign roles to demo x
| Y Filterbyreaimroles = 3 |1 Search ole name > 1-3 ~
Name Description

Globa 4

Figure 43: Post Installation: Keycloak Assign Content Role "Global"

Assign Access for iVIEW Dataflow and/or iVIEW Dataflow

W=

oo

Select Role mapping

Assign roles

To assign rules for iVIEW Dataflow or iVIEW Library the filte must be set to “Filter by
clients”

If too less rules are visible, it is possible to increase the amount visible records over this
dropdown

Example: Select “Dataflow-Admin” if user has admin permissions for iVIEW Dataflow
Example: Select “Library-Admin” if user has admin permissions for iVIEW Library

After selection the specific permissions the rules needed to be assigned
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Assign roles to demo

Name

account man

account

account

account  view

account  View=-Col

broker read-toke

account  delete-accoun

Description

account  View-group:

account  view-profile

datafiow-backend

datafiow-backend

datafiow-backend D

library-backend  Library-Admin

library-backend  Li

library-backend  Li

library-backend  Libr

library-backend  Libr

library-backend  Library-Applic

library-backend  Library-Reader
library-backend  Library-Subscriber
realm-management Create-client e

realm-management  Impersonation

realm-management  Mar

Figure 44: Post Installation: Keycloak Assign Admin Roles

As an admin the role “Library-Admin” is required to be able to initialize iVIEW
Library: entering the license and creating a connection to a Qlik Sense Server.

Do not delete or change the role name of any library-backend roles as this will
remove functionality from the iVIEW Library and ultimately prevent interaction
with the tool.

Realm Roles
Realm-level roles are a global namespace to define your roles.

More at https://www.keycloak.org/docs/latest/server _admin/#realm-roles.
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4.2 Initializing the iVIEW Dataflow or iVIEW Library

Having met all previous post-installation requirements, the user is now ready to make the final
necessary configurations from inside the iVIEW Library. To do so he must follow the subsequent

steps:

4.21 Step 1: Signin
To access the iVIEW Dataflow the user should use the URL https://<iview-url>:6502/dataflow.

To access the iVIEW Library the user should use the URL https://<iview-url>:6501/library.

Once there, the user can enter his windows credentials, according to the configured Identity Provider:

DIVIEW

Sign in to your account

Uszername or email

demo

Figure 45: Initializing the iVIEW Library: Sign in prompt

The username and email are configured in the identity provider, meaning that this field's
input needs to match the ones specified there.

i)

If the sign in is successful, the user is redirected to the main page where his username is displayed on

the top right of the navigation menu.
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4.2.2 Step 2: Upload license file

iIVIEW

Once signed in, the user can click on the configurations’ icon  in the navigation menu. This opens the

Configurations dialog inside the  License tab:

Configurations E 8 R

c.com, az.informatec.com

=

Figure 46: Activating the iVIEW Dataflow / iVIEW Library: License Tab

To unlock all functionalities, a license must be then uploaded. To upload license the user must click the

button.

Q The license is part of the installation package provided by Informatec.

39



4.2.3 Step 3: Create lead server connection 1
The final step of the configuration of iVIEW Library takes place from inside the Configurations dialog.

More specifically, from within the dialog’s

Configurations

Name

cloud

cloud02

qliksense02

testbis14

Here the user can create a new connection by clicking the create icon

Central server

.eu.qlikcloud.com

eu.glikcloud.com

.informatec.com

.informatec.com

Figure 47: Initializing the iVIEW Library: Connections tab

Connections tab:

Server host

JInformatec.com

.informatec.com

Type

¢ Qlik Cloud

¢ Qlik Cloud

£ Qlik Sense

2 Qlik Sense

= =

@ Add
Actions
Z U
Z U
s U

g U

displayed in the figure above such as: server name, server URL, central node URL.
To include the certificate folder path the user must field the input field and click the create KeyStore

button

It is also possible to test the new connection by clicking the refresh button

Finally, the user should click on the save button

to create this new connection.

iIVIEW

and editing the available fields
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5 Operations and maintenance

This chapter covers services, port mapping, software upgrade and how to uninstall the iVIEW Library.

5.1 Services

iVIEW_Dataflow_Frontend

Acts as a webserver and handles all direct interactions with
users.

iVIEW_Library_Frontend

Acts as a webserver and handles all direct interactions with
users.

iVIEW_Dataflow_Backend

Manages application data, providing a secure REST API for
frontend request.

iVIEW _Library Backend

Manages application data, providing a secure REST API for
frontend request.

iVIEW_Dataflow_DB_MariaDB
iVIEW_Dataflow_DB (H2)

Database service for application use (embedded by
default).

iVIEW_Dataflow_DB_MariaDB
iVIEW_Library_DB (H2)

Database service for application use (embedded by
default).

iVIEW_Keycloak

Identity Management with authentication and authorization
service for apps.

5.2 Port mapping

Table 8: Services

Frontend Library

6501 (default

Frontend Dataflow

Backend Library

)
6502 (default)
6601 (default)

Backend Dataflow

6602 (default)

Database Library (Web Console)

6801 (default, localhost only

Database Dataflow (Web Console)

6802 (default, localhost only

Database (TCP)

6701 (default, localhost only

Database (TCP)

~ [~ [~ |~

6702 (default, localhost only

Keycloak Console

8443 (default)

Table 9: Port mapping

A If a firewall exists between frontend and backend and/or database, please ensure that
the above--mentioned ports are open.
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5.3 Software upgrade

To upgrade the iVIEW Dataflow and/or iVIEW Library, the user should run the iVIEW-installer. This
process is similar to when the iVIEW Dataflow and/or iVIEW Library was installed for the first time. By
Choosing “Update” the installer will try to detect the currently installed instances in the specified

installation folder.

2 VIEW Installer v.1.1.0 - x

]

] Uninstall |

] Certificate I

Figure 48: Software upgrade: Step Welcome

Select the module(s) to update and proceed the process (“Next”)

Module
Installation Folder
VIEW Dalaflow - VIEW brary I DaviEw lm
Instance
DEFAULT A
Module Selection:

Figure 49: Software upgrade: Step Welcome

The user should click “Next” until the user reaches the update step:
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Update Instance

VIEW Dataflow - iVIEW Library

Instance: DEFAULT
Products:  Dataflow, Library, Auth. Module

Figure 50: Software upgrade: Step Update

After clicking “Update”, the update is performed. It will take into consideration any configurations that

have been done previously.
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Once the update is complete, the iVIEW installer offers the opportunity to validate services and the

ability for the user to configure their Keycloak instance:

fIEW Installer v.1.1.0 = *
iVIEW Summary
INSTALLER .. == o

iVIEW Dataflow - iVIEW Library iView_Dataflow_Backend 6602 RUNNING
iView_Dataflow_DB_MariaDB 6702 RUNNING

iView_Dataflow_Frontend 6502 RUNNING
iView_KeyCloak 8443 RUNNING
iView_Library_Backend 6601 RUNNING
iView_Library_DB_MarnaDB 6701 RUNNING
iView_Library_Frontend 6501 RUNNING

Figure 51: Software upgrade: Step Validation

Q It is highly recommended to always upgrade to the newest major release.

5.4 Uninstall
To uninstall the iVIEW Dataflow and/or iVIEW Library use the iVIEW Installer and choose the option

“Uninstall”

5.5 Update Web Certificate

To update web certificate for the iVIEW Data automation Framework use the iVIEW Installer and choose

the option “Certificate”
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